JOB POSTING
Position:
Reference:
Organizational Unit:
Appointment Type:
Location:
Date Posted:

Forensic Examiner 2
02436
HEE-NEFB
Full-Time Temporary
Ft. Gillem, GA (& OCONUS)
1/9/20

PURPOSE: Individual will plan, coordinate and conduct the forensic examination and
analysis of digital, electronic and mobile device data to include but not limited to: hard
drives, thumb drives, memory cards, and cellular devices. Will also assist with the
execution of highly complex digital forensics requiring the use of specialized technical
equipment and software for the purpose if discovering and analyzing available, deleted or
“hidden” information.
ESSENTIAL JOB FUNCTIONS:


Plans, coordinates and conducts the forensic examination and analysis of digital,
electronic and mobile device data to include but not limited to: hard drives, thumb
drives, memory cards, and cellular devices.



Assists with the execution of highly complex digital forensics requiring the use of
specialized technical equipment and software for the purpose if discovering and
analyzing available, deleted or “hidden” information.



Examine evidence to determine the best strategy for exploitation, in consultation
with other subject matter experts as needed. Safeguards evidence for other
examinations, i.e., latent print examinations. Reviews evidence and exercises
independent judgment to determine the proper approach and sequence of
examinations.



Disassemble, as needed, any components or devices when required to gain access to
digital data. Search written or digital media, and extract targeted data for storage
and future processing or analysis. Process and analyze extracted data to potentially
isolate information of specific interest.



Document examination results/findings in the WEAT database. Annotate the case file
documentation, detailing the processing techniques and the examination results.
Prepare final written reports. Perform administrative and/or technical reviews of
reports and worksheets.



Participates in quality control activities that include instrument maintenance and
calibration. Maintain a clean laboratory and personal workspace environment, in
accordance with local laboratory procedures.
Visit www.orau.org/careers to apply through the preferred process. If you have any questions please email work@orau.org

ORAU is an Equal Opportunity/Affirmative Action Employer. It is the policy of ORAU to recruit, hire, train and promote persons in all job classifications without regard to race, color, age,
religion, sex, sexual orientation, gender identity, national origin, mental or physical disability, covered veteran’s status, or genetic information.
Applicants that apply for a position that requires access authorization then ORAU will test for the absence of any illegal drugs as defined in 10 CFR 707.4. ORAU will also conduct a
background investigation by the Federal government as required to obtain an access authorization prior to employment, and reinvestigations will be conducted as required.
Applicants that apply for a position that are covered by the Counterintelligence Evaluation Program regulations as defined in 10 CFR 709 may be required to have a
counterintelligence-scope polygraph examination.

JOB POSTING
JOB REQUIREMENTS:
Bachelor’s degree and 5 to 8 years of job related experience. An equivalent combination of
education and experience performing duties as described may be substituted for the
minimum requirements.









Four (4) years of experience in conducting forensic examinations on digital media.
Demonstrated experience with forensics tools such as Cellbrite, EnCase, Axiom, XRY,
Forensic Toolkit (FTK), and Xways.
Demonstrated ability to effectively communicate orally and in writing to the Forensics
and Intelligence communities (i.e., experience in writing technical reports, presenting
briefs).
Understanding of steganography and encryption detection and analysis
Understanding of managing complex large data set analysis.
Must be able to successfully pass all medical requirements for deployment.
Able to obtain and maintain a DoD Top Secret security clearance.
This is a one year term position. Estimate 6 months at Ft. Gillem and 6 months
OCONUS. Due to the short term nature of the position we will cover a hotel (no per
diem) for all time spent at Ft. Gillem. There may be an opportunity for extension
based on the customers’ requirements.

Classified as Hard to Fill. Eligible for Employee Referral and Sign-On Bonus
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